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Flashing Cisco AP to
autonomous mode

Prerequisites

® USB to serial converter
® Installation of Tera Term
® Cisco 10S firmware file (Requires log-in) (More firmwares here (public. dead link :( you're on

your own))

Flashing

Boot the AP to recovery mode and get root access

Plug in the USB to serial converter to the PC and the AP.
Run Tera Term and open the appropriate COM port
Hold reset/mode for 20 seconds or until the LED turns red. Release.

You should now see a prompt which looks like ap: .

SR I S

* Run the following commands:
del flash: private-multiple-fs

del flash: env vars
This will reset the AP to factory defaults

6. Type reset and answer yes to reboot the AP to regular system

Remove previous firmware

When the AP has booted to it's current firmware you can type the default username Cisco and
password Cisco . After logging in type enable to get a proper shell. Once again the password is

Cisco


https://ttssh2.osdn.jp/index.html.en
https://docs.takset.net/attachments/2
https://mega.nz/folder/b35m1aLC#US1_QddqokAlVAdO5zl4GQ

To set up the shell to allow debug commands run the following:

debug capwap console cli

debug capwap client no-reload

To erase the filesystem and completely reset the firmware, type the following command

erase flash:
This will take around 5 minutes to complete, and the AP might spit out log messages sporadically.

Afterwards restart the AP. It will boot to recovery mode, because there is no firmware.

Flash the new firmware

Transfer file from PC to AP

First, to speed up the transfer you need to set a higher speed on the COM port.
set BAUD 57600

In Tera-Term set the speed on the COM port.

COM3 - Tera Term VT

File Edit Setup Control Window Help
set :
set Terminal...
set Window...
tftp
bhoot Font...
Keyboard...
The zust : atically hecause there
are no b Serial ;ﬁrt...
C3588 Bo Proxy... Uersion 12.4 [npleso—ap_jmer3_A328 1551
compiled coH... leso
ap: copy SSH Authentication... tar_153-3_jf1l.tar
Begin th sfer now...
CCCCCCCC 55H Forwarding...
55H KeyGenerator...
i TCP/IP...
ap: General...
SRERE Additional settings...
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Tera Term: Serial port setu
Edit Setup Control : Fh‘
szet IP_ADDR

set DEFAULT _ROUTI Port:
zet HETHASK
tftp_init
bhoot

Speed:

Data:

system is unahle
no hootahle file: Parity:

3588 Boot Loader <Al .
ompiled Mon 38—Apr— Stop bits:

p: copy xmodem: fla: .
tBegin the Hmodem or | Flow control:

CCCCCCCCC . xmodem: =

Transmit delay

0 msecichar msecfline

et BAUD 57688
]

Type the following command:
copy xmodem: flash: ap3gl-k9w7-tar 153-3 jfl. tar

If you use a different firmware file, change the filename.
In Tera Term open the following menu:

COM3 - Tera Term VT

File = Edit Setup Control Window Help

Mew connection... Alt+M

n error initializing the
Duplicate session Alt+D iz ignoring the error and

bort the boot process,
Cygwin connecticon [Aixca =t [P_ADDR. DEFAULT_ROUTER

ables,. initialize the tftp

ng system software:

Log...

Comment to Log...

View Log

Show Log dialog...

Send file...

Transfer » Kermit

S55H5CP... XMODEM ¥ Receive... @328 1551
Change directory... YMODEM »

Replay Log... ZMODEM ]

TR T B-Plus
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and select your firmware file. You can check the 1K transfer option for a slight additional speedup.

This will take a long time.

When the transfer is complete, set the speed back to 9600 using the instructions above with 9600

instead of 57600.

Extracting(/installing) the firmware file

Type the following command to extract the firmware file.
tar -xtract flash: ap3gl-k9w7-tar 153-3 jfl. tar flash:

If you use a different firmware file, change the filename.
After extraction has finished you can reboot the AP with command reset .

After reboot has completed you will see a message like:

*Mar 1 00: 00: 32. 976: %DHCP- 6- ADDRESS ASSIGN: Interface BVI1 assigned DHCP address
128. 39. 204. 157, mask 255. 255.252. 0, hostname ap

You can enter the assigned IP address in your web browser to access the web interface. The

default username is Cisco with password Cisco .
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Access-Point Configuration

To access the web interface go to the IP address that was assigned to the access point in your web

browser.

Creating an SSID

Go to Security > SSID Manager

Security: Global SSID Manager
S51D Properties

Current 551D List

< NEW >
test

Band-Select:
Universal Admin Mode:

Interface: Radio0-
Radi

Network 1D: (0-4096)

Delete

Client Authentication Settings
Methods Accepted:
Open Authentication:

B Web Authentication

B Shared Authentication:

B Network EAP:

Server Priorities:

EAP Authentication Servers

O Use Defaults

Priarity 2

Priority 3: | < NONE >

< NO ADDITION=>

< NO ADDITION >

MAC Authentication Servers

O Use Defaults  Defin

Priority 3. | < NONE >

These settings will create an SSID with no password called "test".

To broadcast the SSID, you must enable Guest Mode further below.

You must also enable the appropriate radios over at network interfaces configuration and set the
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role in network as Root bridge for mesh (guest nodes should be set to non-root bridge) or access

point for basic access point.

CLI

IP configuration

Enter priviliged mode by typing enable .

AP#conf t //Configure from terminal

AP(config) #int bvI 1 //Configure bridge-virtual-interface number 1
AP(config-if)# ip address <IP> <subnetmask>

AP(config-if)# exit

AP(config) #ip route 0.0.0.0 0.0.0.0 <IP GW>

You can also type ip address dhcp for DHCP based IP.

Show IP address

Enter priviliged mode by typing enable .

show ip interface

Check signal strength
Enter priviliged mode by typing enable .
dotll DotllRadio 0/1 linktest

0 = 2.4ghz
1 = 5ghz



